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Chris Abe/HICS team has requested all new trainees, especially during this pandemic, review this updated infection control module.  

http://intranet.rchsd.org/categories/departments/infection-control/resources-infection-control
Then select:

Infection Control and Prevention New Trainee Orientation
Privacy and Security Tip Sheet 

 

YOU play an important role in protecting the privacy and security of information at RCHSD. 

 This is a summary of key things you need to know.

We have strict policies and procedures related to the privacy and security of patient information. It is important that you understand our policies as you begin working at RCHSD. Please be aware that:

___1.DO NOT access your own records, or those of your own child or any other patient, unless you have a work-related reason to do so. Access to our clinical information systems is a privilege, not a right. RCHSD policies prohibit individual access to patient information for personal use and/or curiosity viewing. This includes only viewing the appointment screen or the demographics page in the electronic medical record. This access appears on our audit reports. Improper access will result in corrective action, up to and including termination from your position with RCHSD.

___2.DO NOT send patient information on web paging, it is NOT secure. This includes pages that are sent from the RCHSD intranet, as these pages are not secure. Patient names, MR#, DOB or other identifying information are not allowed. Secure text messaging is available to some users who are enrolled in the Mobile Device Management (MDM) program/Cortext. Discuss MDM functionality and secure texting functionality with your leadership.

___3.DO NOT use your personal cell phone to send PHI or take pictures of patients. Discuss with your leadership possible enrollment in the secure texting program (MDM/Cortext) for your phone, if needed.  There are also phones with charge nurses that can securely upload pictures to epic

___4.DO NOT send emails with patient information to your personal email or from your home computer. From home you can use Citrix to access your Rady email. We have screening tools that monitor outbound email and a quarantine will block any email that contains patient information or other sensitive information that is not sent in a secure (encrypted) manner. Please do not use your personal email account to coordinate work on presentations, research or work papers if ANY patient information is included.

___5. DO NOT use DropBox or other cloud based storage providers to store patient information or other confidential business/proprietary information. All information should be saved on the RCHSD secure network.

Remember: RCHSD has robust auditing functionality which identifies and /or blocks patient information "leaving the network". Compliance and IT Security have been engaged to follow up on all identified occurrences - many of these incidents require corrective action. Individuals can be terminated from their position for certain violations of policy.

I have reviewed the above Privacy and Security Tip Sheet.
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